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KTDA HOLDINGS DATA PRIVACY POLICY STATEMENT 

 

1. KTDA PRIVACY STATEMENT 

Welcome to The Kenya Tea Development Agency Holdings Limited’s (hereinafter “KTDA”) 

Privacy Statement. Your right to privacy and security is very important to us. KTDA 

Holdings, (KTDA, KTDA Management Services Limited, KTDA Foundation Limited, 

Greenland Fedha Limited, KTDA Power Company Limited, Kenya Tea Packers Limited, 

Tea Machinery and Engineering Company Limited, Majani Insurance Brokers Limited, 

and Chai Trading Company Limited, we, us, our) treat personal information as private 

and confidential. 

  

2. HOW AND WHY WE COLLECT PERSONAL INFORMATION 

 

2.1 Collection 

Personal data means any information relating to an identified or identifiable natural 

person. The personal data that we collect will depend on the context of our relationship 

with you. We may collect, use, store and transfer different kinds of personal data about 

you or persons connected to you which we have grouped together as follows: 

a) Identification information such as name, date and place of birth, national identity 

card number, passport number, Kenya Revenue Authority personal identification 

number (PIN), photo, marital status, title, nationality, gender and specimen 

signature; 

b) Contact information such as email address, postal address, physical address, 

residential address and telephone number; 

c) Financial information such as bank account details, payment card details, mobile 

money statements, income, credit history, credit worthiness, bank statements, 

details about payments to or from you and other details of products and services you 

have purchased from us; 

d) Information relevant to your insurance policy or relevant to your claim or your 

involvement in the matter giving rise to a claim; 

e) Information about the nature of your business and commercial assets; 
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f) Employment information such as the name of the employer, position in the 

organization and office address; 

g) Children’s personal data such as the name, date of birth and gender; 

h) Sensitive personal information such as marital status, property details, health status 

and family details (such as next of kin and beneficiaries); 

i) Marketing and communications information including your preferences in receiving 

marketing information from us and communication from us; 

j) Online data whenever you use our products and services through our website, 

mobile applications such as cookies, login data, IP address (your computer’s internet 

address), browser type and version, ISP or operating system, domain name, access 

time, page views, location data, how you frequently use our online insurance, 

banking and other services, our mobile applications or visit our website; 

k) profile data such as your username and password, purchases or orders made by 

you, your interests, preferences, feedback and survey responses. 

 

If we need information about other people connected to you, we may request you to 

provide the information in relation to those people. If you are providing information 

about another person, we expect you to ensure that they know you are doing so and are 

content with their information being provided to us. It might be helpful to show them 

this Privacy Statement and if they have any concerns, please contact us on the same. 

 

The list below shows you the various ways we may collect your personal information 

(please note that this list is not exhaustive): 

We may collect personal data directly from you. In most instances, we collect personal 

data directly from you when you fill in forms or communicate with us through our 

contact details. This includes personal data you provide when you: 

a) Apply for our products or services; 

b) Make enquiries; 

c) Create an account on our various websites; 

d) Register for our products offered through mobile and online platforms; 

e) Request marketing information to be sent to you; 

f) Give us feedback or contact us; 
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g) Provide goods or services to us as a supplier or contractor; or 

h) Interact with our website. We collect this personal data by using cookies and similar 

technologies. You can find out more about this in our cookies and website policy. 

 

We may collect your personal data from a number of third parties or publicly available 

sources; such as the Kenya Revenue Authority (KRA) or other government institutions 

that may hold your personal data. 

In some instances, we will receive your personal data from various third parties or 

publicly available sources including: 

a) Identity and contact data from the Government of Kenya’s e-citizen and Integrated 

Population Registration Services platforms; 

b) Identity and contact data from publicly available sources such as the Companies 

Registry and the Business Registration Service; 

c) Contact, financial and transaction data from land registries, industry databases 

such as credit reference agencies, fraud prevention agencies and providers of 

technical, payment and delivery services; 

d) Medical professionals and hospitals; 

e) Social media. If you are a potential candidate for employment with KTDA Holdings 

and its subsidiaries, we may have received your personal data from third parties 

such as recruiters or external websites; 

f) Directly from an individual or employer (or your employer’s service provider) who has 

a policy with us under which you are insured; 

g) Directly from an employer which funds a cover that we administer where you are a 

beneficiary. 

h) Directly from a person who is making a claim or application and they include 

information about you which is related to their claim or application; 

i) Your family members when they make enquiries about purchasing a product for you 

or including you on their insurance, when you ask them to make a claim on your 

behalf, or where you may be incapacitated or otherwise unable to provide 

information yourself when we need it; 

j) Your insurance intermediary if you have one; and 

k) Third parties who assist us in checking that claims are eligible for payment. 
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2.2 Use of Personal Information 

We will only use your personal data within the confines of the law. Most commonly, we 

will use your personal data in any of the following circumstances: 

a) Where we need to perform the contract, we are about to enter into or have entered 

into with you; 

b) To assess whether you are eligible for our products and services; 

c) Where you consent to our use of your personal data; 

d) Where we need to comply with or fulfil legal or regulatory obligations and protecting 

ourselves and our clients against fraud; 

e) Where we need to protect your vital interests and the vital interests of third parties 

(for example When paying out sums to beneficiaries under your policies); 

f) Where it is necessary for our legitimate interests (or those of a third party) such as 

maintaining our records, developing, assessing and improving our products and 

services, risk evaluation, underwriting, managing arrangements with reinsurers, 

managing claims, improving our customer administration and engagement as well 

as complying with our Know Your Customers (KYC) requirements; 

g) To establish, exercise or defend our legal rights such as when we are faced with any 

legal claim or where we want to pursue any legal claims; 

h) To advertise and market to you our latest products and services (please note that if 

you do not want to receive our marketing information you may opt-out anytime by 

contacting us at any time); 

i) To send you important notices such as changes to our terms, conditions and policies 

or unusual activity with respect to any of your accounts with us; 

j) if you apply for an employment position at KTDA or we note that you are a potential 

candidate for employment, we may use your personal data in evaluating your 

candidacy and to contact you about the employment opportunity; 

k) Where we receive your personal data from third parties, we may use it to validate the 

information you have provided to us or for fraud prevention purposes; 

l) To enable you use the services available through our website and mobile and online 

applications including registering you for our services and verifying your identity and 

authority to use our services; 
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m) To address fraud or safety concerns, or to investigate complaints or suspected fraud 

or illegality; 

n) To monitor and analyze the use of our products and services for system 

administration, operation, testing and support purposes; and 

o) To cooperate with, respond to requests from, and to report transactions and/or other 

activity to, government, tax or regulatory bodies, financial markets, brokers or other 

intermediaries or counterparties, courts or other third parties. 

  

2.3 Retention and Disposal 

We will only retain your personal data for as long as may be reasonably necessary to 

fulfil the purpose we collected it for, including for the purposes of satisfying any legal, 

regulatory, tax, accounting or reporting information. We may retain your personal data 

for a longer period if the retention is: 

a) Required or authorized by law; 

b) Reasonably necessary for a lawful purpose; 

c) Authorized or consented by you; 

d) Is necessary for purposes of responding to a complaint or if we reasonably believe 

there is a prospect of litigation in respect to our relationship with you; and 

e) For historical, statistical, journalistic, literature and art or research purposes. 

  

2.4 Access 

It is important that the personal data we hold about you is accurate and the most recent. 

We encourage you to keep us informed in case of any changes of your personal data 

during your relationship with us. 

  

2.5 Third Party Disclosure 

Subject to your rights and the applicable laws, we may share your personal data with 

the third parties set out below: 

a) Entities comprising KTDA Holdings Limited and/or its affiliates; 

b) Public authorities or governments when required by law, public interest, national 

security, regulation, legal process or enforceable governmental request; 
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c) Our third-party service providers who help us manage our products and services 

including those service providers who maintain our IT and office systems and provide 

marketing and advertising services; 

d) Service providers that provide application processing, fraud monitoring, call center 

and/or other customer services, hosting services and other technology and business 

process outsourcing services; 

e) Persons or entities that you explicitly request us to transfer your personal data to 

them; 

f) Your relatives, guardians or persons acting on your behalf where you are 

incapacitated or for the purposes of paying out claims to your beneficiaries; 

g) Financial advisers, business partners and third-party administrators who help us 

manage our products and services; 

h) Banks or financial institutions within the country and outside the country where 

you either transfer or receive payments from the said banks or financial institutions; 

i) Insurers, reinsurers and brokers who help us manage and underwrite our products 

and provide us with reinsurance and insurance services; 

j) Our professional advisers such as auditors, tax advisers, insurers, reinsurers, 

medical agencies, legal advisers who act on our or your behalf, or who represent 

another third party; 

k) Loss adjusters and claims experts who help us handle claims. 

l) Medical institutions and professionals where we may require to access your health 

records and assessments for the purpose of arranging or facilitating your claim; 

m) Third parties connected with the sale, transfer or disposal of our business; 

n) Counterparty banks, payment infrastructure providers and other persons from 

whom we receive, or to whom we make, payments on our clients’ behalf; and 

o) Debt collection agencies, credit reference agencies, fraud detection agencies and 

other agencies that we will contract to provide services to us. 

  

2.6 Data Security 

We have put in place appropriate security measures to prevent your personal data from 

being accidentally lost, used or accessed in an unauthorized way, altered or disclosed. 

In addition, we limit access to your personal data to those employees, agents, 
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contractors and other third parties who have a business need to know. They will only 

process your personal data on our instructions, and they are subject to a duty of 

confidentiality. 

We have put in place procedures to deal with any suspected personal data breach and 

will notify you and any applicable regulator of a breach where we are legally required to 

do so. 

  

2.7 Cross Border Transfer of Personal Data 

Sometimes we will process your personal information in other countries, either to carry 

out your instructions or for ordinary business purposes. 

Where we will make a transfer of your personal data outside Kenya, we will ensure that 

adequate steps are taken to protect your privacy rights and your personal data. 

  

2.8 Your Rights as a Data Subject 

You have the right to: 

a) Request access to your personal data that we hold about you; 

b) Object to the processing of all or part of your personal data; 

c) Request correction of inaccurate, false or misleading data that we hold about you; 

d) Request deletion of false or misleading data that we hold about you; and 

e) Lodge a complaint regarding the processing of your personal information. 

  

3 OUR USE OF TECHNOLOGY TO FOLLOW YOUR USE OF OUR WEBSITES 

  

3.1 Cookies 

We collect and examine information about visits to this website. We use this information 

to find out which areas of the website people visit most. This helps us to add more value 

to our services. This information is gathered in such a way that we do not get personal 

information about any individual or their online behavior on other websites. We may 

use any of the cookie types shown below. 

We use cookie technology on some parts of our website. Cookies are small pieces of text 

that are saved on your Internet browser when you use our website. The cookie is sent 

back to our computer each time you visit our website. Cookies make it easier for us to 
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give you a better experience online. You can stop your browser from accepting cookies, 

but if you do, some parts of our website or online services may not work. We recommend 

that you allow cookies. The types of cookies we use are: 

  

3.1.1 Session Cookies 

Session cookies, also known as 'temporary cookies', help websites recognize users and 

the information provided when they navigate through a website. Session cookies only 

retain information about a user's activities for as long as they are on the website. Once 

the web browser is closed, the cookies are deleted. These are commonly used on 

shopping websites or e-commerce websites. 

  

3.1.2 Permanent Cookies 

Permanent cookies, also known as 'persistent cookies', remain in operation even after 

the web browser has closed. For example, they can remember login details and 

passwords, so web users don't need to re-enter them every time they use a site. 

  

3.1.3 First-Party Cookies 

First-party cookies are installed directly by the website (i.e. domain) the user is visiting 

(i.e. the URL shown in the browser's address bar). These cookies enable website owners 

to collect analytics data, remember language settings, and perform other useful 

functions that provide a good user experience. 

  

3.1.4 Third-Party Cookies 

Third-party cookies are installed by third parties with the aim of collecting certain 

information from web users to carry out research into, for example, behavior, 

demographics or spending habits. They are commonly used by advertisers who want to 

ensure that products and services are marketed towards the right target audience. 

  

3.1.5 Flash Cookies 

Flash cookies, also known as 'super cookies', are independent of the web browser. They 

are designed to be permanently stored on a user's computer. These types of cookies 
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remain on a user's device even after all cookies have been deleted from their web 

browser. 

  

4. MARKETING BY POST, EMAIL OR TEXT MESSAGES 

If you give us permission, we may use your personal or other information to tell you 

about products, services and special offers from us or other companies that may interest 

you. We will do this by post, email or text message (SMS). If you later decide that you 

do not want us to do this, please contact us and we will stop doing so. This may be done 

by any of the following as applicable: 

 

Email: msdpo@ktdateas.com; mailto:kholdingsdpo@ktdateas.com 

Short Text Messaging: by opt out message 

  

5. LINKS TO OUR/OTHER WEBSITES 

We try to link only to websites that also have high standards and respect for privacy, 

but we are not responsible for their security and privacy practices or their content. We 

recommend that you always read the privacy and security notices on these websites. 

  

6. USAGE OF CLIENTS PERSONAL INFORMATION 

Where the law allows, automated decisions make use of your personal information to 

reach a decision without humans involved. This decision may influence you and you 

have the right to query such decision and KTDA is obliged to provide the reason(s) for 

the decisions as far as reasonably possible. 

 

7. OUR SECURITY PRACTICES 

a) We are committed and obliged to implement all reasonable controls to safeguard 

access to your personal information; 

b) Where third parties are required to process your personal information in relation to 

the purposes set out in this notice and for other legal requirements, we ensure that 

they are contractually bound to apply the appropriate security practices; 

c) All use of our website and transactions processed through it are protected through 

secure encryption in line with best practice international standards; and 

mailto:msdpo@ktdateas.com
mailto:kholdingsdpo@ktdateas.com
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d) We may share with, or receive, personal information from parties as set out above, 

where these parties reside outside of the Republic of Kenya. 

  

8. PRIVACY AND SECURITY STATEMENTS  

Different online services or businesses of Heritage may have their own privacy and 

security policies because the service or product they offer may need different or extra 

policies. These specific policies will apply to your use of the service where they are 

different from our general policies. 

  

9. PERSONAL USE OF EMAILS AND NOTICES 

Our communication and information systems are for business use. However, we realize 

that our employees occasionally use our systems for personal use. Personal use includes 

sending or receiving personal emails within or outside KTDA. Whilst our employees are 

bound by strict usage policies and security safeguards, we do not accept responsibility 

for the contents of personal emails sent by our employees using our systems. We may 

intercept, check on and delete any communications created, stored, sent, or received 

using our systems, according to any law that applies. 

  

10. RIGHT TO CHANGE THIS PRIVACY AND SECURITY NOTICE 

We may, from time to time, amend this privacy and security notice in keeping with 

amended legislation or business practices. These will be effected on our website. The 

latest published version will replace all earlier versions of it, unless otherwise stated. 

  

11. HOW TO REACH US 

We have appointed a Data Protection Officer who is responsible for overseeing questions 

in relation to this Privacy Statement. If you have any concerns about the use of your 

personal data, questions about this Privacy Statement and/or requests to exercise your 

legal rights under the law, please contact us using the details set out below: 
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Email address: msdpo@ktdateas.com; kholdingsdpo@ktdateas.com  

Postal address: P.O. Box 30213 – 00100, Nairobi 

Physical address: Majani Plaza, Koinange Street, Nairobi 

Telephone number: +254 20 2221441/2/3/4 

  

We will respond to your questions or concerns as soon as reasonably possible. 

mailto:msdpo@ktdateas.com
mailto:kholdingsdpo@ktdateas.com

